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Background and Purpose: One major challenge encountered during crime investigation via
automated systems is the inability of conventional data analysis techniques to adequately handle the
enormous data that are made available during the investigation. Existing crime investigation
frameworks are built on orthodox data analysis techniques which cannot sufficiently manned the
unprecedented size and variety of data available today, not to mention the significantly more
anticipated data in the near future. This has affected the healthcare industry where data is
predominantly multi-structured and is growing at a considerably faster rate.

Methods: To address this, a big data analytics model based on deep learning was designed in this
research using enterprise application diagrams.

Results: This model is intended to be implemented using Apache Hadoop a big data implementation
framework. When implemented, the model will create a platform that will handle a phenomenon that
is affecting millions of people all over the world.

Conclusions: This is the first of its kind to use big data analytics techniques in healthcare crime
investigation in Nigeria which provided security intelligence by shortening the time of correlating and
deriving evidence from large volume of data for healthcare crime investigation purposes. Finally, this
research also enabled the healthcare systems to systematically use big data analytics to identify
inefficiencies and best practices that improve care delivery and reduce costs.
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1 Introduction

Big data usually includes datasets whose sizes are beyond using conventional data analysis tools to
manage. The analysis of big data commonly known as big data analytics is the process of collecting,
organizing and analysing large, diverse dataset that involves different types such as structured and
unstructured, and streaming and batch, with sizes from terabytes to zettabytes to discover patterns and
other useful information [1]. Big data analytics can be applied in information security which involves the
ability to gather massive amounts of digital information to analyse, visualize and draw insights that can
make it possible to detect crime. This can transform security analytics by improving the maintenance,
storage and analysis of security information. Big data analytics correlate the data drawn from multiple
sources such as network traffic, log files, financial transactions, healthcare claims etc. into a coherent
view so as to identify the anomalies and suspicious activities of the criminals. Big data is ideal for
investigating information security issues; and detecting a crime is largely about uncovering data patterns
that are not ordinary from log files. Applying big data techniques will ease such analysis to reveal
anomalies that point to a data breach. With this powerful strength, big data analytics could lead to the
discovery of big crime which invariably could culminate into ‘big arrest’.
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Crime encompasses a wide range of illicit practices and illegal acts involving intentional deception or
misrepresentation. Crime is any illegal act characterized by deceit, concealment, or violation of trust [2].
These acts are not dependent upon the threat of violence or physical force. Crimes are perpetrated by
parties and organizations to obtain money, property, or services; to avoid payment or loss of services; or
to secure personal or business advantages.” In other words, crime is a harmful act or omission against the
public which the society wishes to prevent and which, upon conviction, is punishable by fine,
imprisonment, and/or death. No conduct constitutes a crime unless it is declared criminal in the laws of
the country [3][4]. Some crimes (such as theft or criminal damage) may also be civil wrongs (torts) for
which the victim(s) may claim damages in compensation. Crime and fraud are synonymous, therefore in
this research, the two words will be used interchangeably.

Crime impacts organizations negatively in several areas including financial, operational, and
psychological. While the financial loss owing to crime is significant, the full impact of crime on an
organization can be overwhelming. The losses to reputation, goodwill, and customer relations can be also
devastating. The society is strongly affected by crime, both due to the cost of crime, as well as the decline
in the quality of life that citizens suffer as a consequence of crime. As crime can be perpetrated by any
employee within an organization or by those from the outside, it is important to have an effective crime
management programme in place to safeguard the organization’s assets and reputation. Crime and society
are closely linked-for better and for worse and is as old as humanity, and occurs in different degrees of
severity. However, society can also play a role in reducing and deterring crime. Many agencies and
programmes in crime management are based on societal and community efforts. The magnitude of
criminal activities can be perceived in all spheres of life [2].

For instance, the healthcare sector is among the most information intensive industries. Its information,
knowledge and data keep growing on a daily basis and the ability to extract useful information that will
improve the quality of healthcare services rendered is very crucial. Crime in this sector involve the
intentional deception or misrepresentation for gaining some shabby benefits in the form of health
expenditures [4]. This can be anything like providing false and intentionally misleading statements to
patients, submitting false bills or claims for services, falsifying medical records or reports, lying about
credentials or qualifications, unnecessary medical treatment or drug prescription; which seriously drain
the finances in the healthcare system. This severely deters the healthcare industry from providing quality
and safe care to legitimate patients; and it has called for an effective crime management system so as to
reduce this illegal behaviour with the intention of improving the quality and reducing the cost of
healthcare services. Owing to the large number of cases reported, investigated and prosecuted, it has been
identified as a “high-risk” area in many regions such as the UK, the US, Romania, Nigeria etc. [4].

Healthcare crime exist in many forms: dishonest providers, organized criminals, collusion with
patients, and patients who misrepresent their eligibility for health insurance coverage. It can be
categorized into: health insurance crime, drug crime and medical crime. Due to the confidentiality of the
medical records, data for healthcare crime comes mostly from health insurance crime; and it occurs when
a company or an individual defrauds an insurer or government healthcare programme. In this paper, a
survey of the existing healthcare investigation approaches is carried out and a new approach is designed.

1.1 Related Works

Crime in the healthcare insurance involve three parties [4][5]: healthcare service provider (i.e., the
physician, pharmacist, laboratory scientist, healthcare centre, pharmacy, laboratory, and even ambulance
companies) which render healthcare services; healthcare service consumer or beneficiary or insurance
subscriber (i.e., patient) which receive healthcare service from the provider; and the healthcare insurance
carrier which receive regular premiums from subscribers and make the commitment to pay healthcare
cost on their behalves. These parties exchange information amongst them in the course of care delivery.
This is basically in the form of service requested by the subscriber (patient visit) to the provider,
explanation of benefits which contain the detail services rendered by the provider to the subscriber,
claim/bill which is sent to carrier for the services rendered to the subscriber by the provider, and the
payment to the provider based on the claim submitted to the carrier. As the number of beneficiaries
(patients) of this scheme increases, high volume of data is generated by both the providers and the
carriers; and consequently, some fraudulent activities (such as billing services that were never rendered,
performing medically unnecessary services, misrepresenting non-covered treatments as medically
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necessary covered treatments, and misrepresenting applications for obtaining lower premium rate) are
carried by these actors (beneficiary, provider and insurer) which give rise to the need to investigate such
acts in an attempt to identify perpetrators, and this requires a proper analytics tool for the purpose [4][6].

Recent development of new technologies eased production, collection and storage of high dimensional
and complex data. Healthcare has been no exception. Modern medicine generates a great deal of data
which is stored in medical databases. Medical databases are increasing in size in three ways [6]: the
number of records in the database, the number of fields or attributes associated with a record, and the
complexity of the data itself. Extracting pertinent information from such complex databases for inferring
potential fraudulent activities has become increasingly important for fraud detection. [4] gives an account
of the amount of information involved in the reimbursement process for healthcare insurance scheme,
which supports the cost of prescription medications to seniors and the disabled in the US. In such a
complex process, involving many actors, the possibility of fraud cannot be overlooked. At the same time,
quality of medical records should be ensured to avoid, for instance, fraudulent claims. Also, there is yet
another type of healthcare crime called “conspiracy fraud” which involves more than one party [5]. An
important characteristic of conspiracy fraud is the need to deal with dyadic data connecting the involved
parties. The important feature of dyadic data is that it can be organized into a matrix where rows and
columns represent a symmetric relationship. In healthcare fraud detection, the typical relationship of
interest is the one between a provider and a beneficiary.

With this enormous amount of data that is generated in the healthcare industry, traditional methods of
detecting healthcare crime are time-consuming and inefficient due to the complicated nature of medical
processes and the complexity of the data have made crime to have a favourable niche in the healthcare
systems as most crimes go undetected. Conventional analysis methods are not suitable due to their inner
limitations to manage the volume, velocity, variety, veracity, value and complexity of the data in the
healthcare [5][7][8][9][10][11].

Among these three types of fraud, the one committed by health service provider’s accounts for the
greatest proportion of the total healthcare fraud. Although a vast majority of service providers are honest
and ethical, but a few dishonest ones may have various possible ways to commit fraud on a very broad
scale, thus posing great damage to the health care system. Some service providers’ fraud, such as that
involving medical transportation, surgeries, invasive testing, and certain drug therapies, even places
patients at a high physical risk.

1.2  Healthcare Crime Investigation Approaches

[11] proposed the use of cluster analysis for geographical analysis of potential fraud. The emphasis of this
work was on types of fraud committed by a single party. But as pointed out by [5] some frauds in the
health insurance involves more than one party: conspiracy or conspiratorial frauds. A typical
conspiratorial fraud scenario is that patients collude with physicians, fabricating medical service and
transition records to deceive the insurance company to whom they subscribed. This can be very rewarding
owing to its complexity, increasing popularity, and severe consequences. An important characteristic of
conspiratorial fraud is the need to deal with dyadic data connecting the involved parties. The important
feature of dyadic data is that it can be organized into a matrix where rows and columns represent a
symmetric relationship. In healthcare fraud detection, the typical relationship of interest is the one
between a provider and a beneficiary. As also noted by [5], detection of conspiracy fraud has not gained
much attention in the health care fraud literature. In what follows, [12] considered the use of co-clustering
methods for detection of conspiracy fraud. In so doing, the proposed models were able to describe and
capture the dyadic dynamics that connects providers and beneficiaries. Co-clustering allows the grouping
of providers and beneficiaries simultaneously, that is, the clustering is interdependent.

[9] developed a data mining technique for fraud detection in health insurance scheme using knee-point
k-means algorithm. They considered NHIS as the case study for the work. The work, focuses on the
application of some computer-based techniques that could help to properly target investment in the
healthcare sector and also drastically reduce fraud in health insurance by healthcare providers. To this
effect, they applied the knee-point k-means clustering method, which was capable of detecting fraudulent
claims by health service providers. Cluster-based outliers were examined. Health providers’ claims
submitted to a HMO were grouped into clusters. Claims with similar characteristics were grouped
together. The claims were grouped into two clusters: fraudulent and non-fraudulent. The results from the
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data collected from a particular HMO in Lagos, Nigeria show that the total number of claims identified as
possible anomalies from cluster-based outliers was seven (7) in Nigeria health insurance using probability
of 0.6 as the cut-off point. This research did not classify the fraud detected, whether it is provider,
consumer or insurer frauds; it uses only the unsupervised technique (K-Means algorithm) for clustering;
and the data was collected from only one HMO which cannot yield a perfect result.

In a survey on hybrid approaches for fraud detection in health insurance by [7], the act committed with
the intent to obtain a fraudulent outcome from an insurance process was carefully examined. According to
them, when a claimant attempts to obtain some benefits or advantages to which they are not entitled then
that attempt is considered as insurance fraud and it has become a major concern for health insurance
companies. They proposed a hybrid framework that applied some data mining techniques to detect frauds.
This framework considered the analysis of the characteristics of healthcare insurance data, some
preliminary knowledge of healthcare system and the fraudulent behaviours. The framework harnessed the
advantages of both the supervised and unsupervised learning techniques to detect fraudulent claims. This
framework did not consider the high volume, velocity, variety, veracity etc. of data and it was not
implemented.

In the same vein, [13], investigated the benefits of big data technology and the main methods of
analysis that can be applied to the cases of fraud detection in public health insurance system in Romania.
They outlined the benefits of using big data technology in combating crime in the healthcare industry.

Consequently, methods for identifying and preventing fraud must always be adjusted and ready to
rediscover the fraudulent actions [3][4]. To add to the lapses in legislation of the country, each country
has unique economic, political, social, and institutional opportunities for and barriers which makes fraud
examination different amongst countries. A crucial and peculiar issue in the Nigerian National Health
Insurance Scheme is the high level of corruption in the sector, lack of accountability and clear sense of
irresponsibility [14].

[15] proposed a model using big data in investigating real time crime in the health insurance in the
cloud. This approach utilizes fraud management solution to detect potential frauds in the cloud. The
solution was based on a high volume of historical data, predictive statistical models and social media
analytics. It renders its services through client components like apps and web-services. Just like the
[7][13][15] did not implement any working system for their research. Also, as opined by [13], healthcare
crimes are country specific and Nigeria has not adopted the cloud services and there is no healthcare laws
relating data on the cloud, and therefore, this model cannot be used to investigate crime in our healthcare
system.

In [10], an approach of data mining implementation in medical fraud detection was carried out. They
considered the increasing amount of data stored in files, databases, and other repositories which requires
the development of a powerful means to analyse and extract interesting knowledge from them. The
healthcare fraud detection requires compilation of potentially huge data, involving complex computation
and sorting operations. Once such frauds have been detected and classified, data cleaning is applied to it
which helps to remove the noise and inconsistencies in the data thereby enhancing its quality. This
technique can be used to detect the sale of potentially dangerous medicine by pharmacists thereby
preventing such medical fraud.

[4] in their bid to address these issues provides an approach to detect and predict potential frauds by
applying big data, Hadoop environment and analytics methods which led to rapid detection of claim
anomalies. The solution was based on a high volume of historical data from various insurance company
data and hospital data of a specific geographical area. With the voluminous, diverse, and varying nature
of the data used, the distributed and parallel computing tools collectively termed big data were employed.
The work demonstrated the effectiveness and efficiency of the open-source predictive modelling
framework used to describe the results from predictive model. The research was able to detect erroneous
or suspicious records in submitted healthcare datasets and proved how the hospital and other healthcare
data are helpful for the detecting healthcare insurance fraud. The research also used the decision tree
algorithm.

In [16], a fraud detection approach in the health insurance using data mining techniques was
developed. This approach used SVM (Support Vector Machine) and Evolving Clustering Method (ECM)
in health insurance field for fraud detection. In the research, SVM algorithm was used for classification
and ECM algorithm was used for clustering. The SVM was used to train the system to determine decision
boundary between legitimate and fraudulent claims classes while the ECM identifies new data point that
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comes in, it clusters them by modifying the position and size of the cluster (i.c., used to cluster dynamic
data hence it find out newly incoming fraudulent claims).

[17] developed a model for detecting healthcare fraud and abuse using the supervised and
unsupervised data mining techniques. According to them, the supervised methods applied to healthcare
fraud and abuse detection are decision tree, neural networks, genetic algorithms and Support Vector
Machine (SVM); while the unsupervised methods that have been applied to health care fraud and abuse
are clustering, outlier detection and association rules. They concluded that outlier detection is an
unsupervised method and routine online processing task as supervised learning method.

In our research, we considered the further classification of fraud so as to report the actual fraud. We
also considered deep learning which combined both supervised and unsupervised techniques, since hybrid
methods are proven to yield better results [7][16][17][18]. We collected data from different stakeholders
in the healthcare insurance relating to fraud. This research also used big data analytics techniques to carry
out the investigation since the anticipated data is very large in size.

1.3  Nigerian National Health Insurance Scheme

A Dbeneficiary got enrolled in the National Health Insurance Scheme (NHIS) programme after an
eligibility screening is performed by the NHIS. The person’s circumstances and income is verified and if
the criteria are met, the person can enrol in the NHIS programme. When the beneficiary is ill, he/she will
go to the hospital where he/she will get the necessary treatment. The provider of the services provided to
the beneficiary would submit the bill to the Health Maintenance Organization (HMO) in the form of
claims. It is generally assumed that all of the providers have an agreement with NHIS and that they
participate in the programme. The providers send the claim to the HMO which is reviewed and processed
for the payment of the services of participating providers to the beneficiaries.

An Explanation of Benefits (EOB) is sent to the beneficiary; an EOB contains an overview of the
provided services. This is an automatically generated detailed overview of the provided services and the
corresponding codes and amounts. The claim submission and processing is done manually which makes
most frauds go undetected. Verification of the legitimacy of claims become more tasking creating the
assumption that all claim submitted are true and genuine. If a claim is rejected, there is no follow up to
investigate why the provider submitted this claim. The said provider receives the information with the
explanation why the claim was rejected. The lesson how not to submit the claim can be mastered and in
the next attempt taken into account. Because the perpetrators are not investigated, they get wiser by the
note that is sent to them and learn about the billing rules.

To investigate this process, provider should submit additional documents to prove that the services
were actually provided because if he/she provided the service it is not a lot of effort to submit additional
documentation. However, a fraudulent provider has a good reason not to reply; the fraud attempt failed
and there are no consequences when he/she does not reply since there is no investigation. However, if an
honest provider made a mistake with the submitted claim he/she would send the additional documents to
get his/her provided services reimbursed. Further investigation of rejected claims will reduce most of the
frauds in this scheme and the NHIS can benefit of this information source.

2 Methodology

This paper employed the hierarchical structure of the deep learning (deep belief network) architecture will
be employed to learn high level representations and complicated structure automatically from complex
health insurance data collected from the various health facilities, and stored in the Hadoop Distributed
File System; and also provide algorithms that will be implemented by the MapReduce Programming
platform for the distributed processing of the data. It provides a framework that allows distributed
processing of complex datasets using simple programming models. The multiple layers of this
architecture continuously abstract features of the data undergoing processing from one layer to another,
making the search for fraudulent claims simpler. The pictorial view of this model was designed by
enterprise application diagram. It uses the Nigerian Health Insurance Scheme (NHIS) as a test bed.
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3 Results

This paper studies how the big data framework can be leveraged to extract, preprocess and analyse data
from the NHIS with the aim of identifying fraud. Apache Hadoop is the Big Data framework considered.
The Hadoop Distributed File System (HDFS) implementation of the Hadoop is used as an alternative to
store data and the MapReduce to process extremely large data sets on commodity hardware. In addition,
we will use Hive as an open-source data warehousing solution which is built on top of Hadoop. The
design of the system is shown in figures 1 and 2. Hive supports queries expressed in a SQL like
declarative language-HiveQL. RHadoop is a bridge between R, a language and environment to
statistically explore data sets, and Hadoop, a framework that allows for the distributed processing of large
data sets across clusters of computers. In this research, we will focus on using the ability of big data
analytics to manage millions of events efficiently to develop a hybrid model for investigating health
insurance fraud. The proposed model will be able to identify the erroneous or suspicious insurance claims
during investigation. The conceptual view of the model is shown in figure 1 and figure 2. The model took
into cognizance the high volume of data from this sector.

4 Discussion

The model designed in this paper when implemented will harness the big data’s capability of crime
investigation which will be of great value especially in the healthcare insurance scheme. This will be able
to investigate breaches in security, determine compliance with established policies and operational
procedures, and enable the reconstruction of sequences of events affecting the healthcare insurance
domain to enable auditors do their work efficiently. It considered the volume and complexity of this data
which made it impossible for humans and other traditional means to be sufficient enough to identify the
crime perpetrated by the hoodlums in the healthcare insurance industry. The deep belief network
algorithm of deep learning was used to “learn” normal activities so as to fish out any unwholesome
activity in the healthcare insurance. The model created room to capture and process the data, help to
visualize its flow and apply automatic learning techniques capable of discovering patterns and detecting
anomalies from such patterns for proper investigation of the activities of fraudsters. With this, common
repetitive errors that are “hidden” inside huge repositories of data which would go undetected in the
absence of big data technologies because the orthodox techniques not being capable to correlate the huge
quantities of data available in the medical sector will easily be identified and corrected. The deep learning
architecture combined two machine learning theories: unsupervised and supervised theories, one is used
in the pretraining while the other is used in fine-tuning the network. In the pretraining of a deep belief
network, the unsupervised learning theory is used. This is aimed at finding clusters of similar inputs in
data without being explicitly told that these data points belong to a different class. With the aid of this
theory, unlabelled NHIS data will be used in to initialize the network in the pretraining phase. The
supervised theory is aimed classifying inputs data with the aid of the target output. This theory
implements the Back Propagation (BP) Algorithm which expressed the logic behind it. The idea behind
BP algorithm is quite simple, output of the network is evaluated against desired output. If results are not
satisfactory, connection (weights) between layers are modified and the process is repeated again and
again until the error is small enough to be ignored. This theory aids the fine-tuning of all the weights and
biases in the network pretrained by the unsupervised theory.

As opined by [4][7][17] and other researchers, this combined hybrid approach in the deep learning makes
it easier to detect erroneous or suspicious records in submitted healthcare datasets and proved how the
hospital and other healthcare data are helpful for the detecting healthcare insurance fraud. Components of
the system are discussed below.
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Figure 1. Schematic View of the Model
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Hadoop Framework: This is the combination of the MapReduce and the Hadoop Distributed File
System (HDFS). This is the backbone of this model. It enables distributed parallel processing of huge
amounts of data across inexpensive, industry-standard servers that both store and process the data, and
can scale without limits. It can handle all types of data from disparate systems: structured, unstructured,
log files, pictures, audio files, communications records, email - regardless of its native format. Even when
different types of data have been stored in unrelated systems, it is possible to store it all into Hadoop
cluster with no prior need for a schema.

Data Acquisition and Preprocessing: Real world data that is collected from different sources is noisy
and heterogeneous (different format) in nature. The heterogeneity in the healthcare data is responsible for
the prevalence of missing values and inconsistencies which poses a great challenge leading to an
inaccurate result if not addressed at the beginning. Raw data must be processed (this task is associated
with segmentation, normalization and noise removal algorithms) into a form that is acceptable. This helps
in constructing the homogeneous data set.

Analysis: This step aims to define new features out of the original attributes, to maximize the
discrimination power of the machine learning method in separating fraudulent and legitimate cases. The
feature extraction and selection procedures aim at finding the minimum number of discriminative features
that are considered. The term feature selection refers to algorithms that select the best subset of the input
feature set, whereas methods that create new features based on transformations or combinations of the
original feature set are called feature extraction algorithms. Feature extraction takes in a pattern and
produces features values. Feature extraction may provide a better discriminative ability than the best
subset of given features, but these new features (a linear or a nonlinear combination of given features)
may not have a clear physical meaning. Health insurance is a complex phenomenon governed by multiple
variables because there is no universal factor that can be used to predict the fraud.

Visualization: Visualization present large volumes of data, provide interactivity to explore the data, make
visual patterns easy to see and make multivariate analysis simple and easy to comprehend.

Other Components: The investigation report is produced after this stage. If the report does not indicate
any fraudulent act, payment is made, but if it is otherwise, the report is presented for disciplinary action
(sanction, prosecution in the court of law and fund recovery) from the disciplinary committee. This stage
marks the end of the investigation and everything is recorded in the database. Depending on the success
of an investigation, further action may result in the form of civil cases, criminal prosecutions or both.
Such actions can result in monetary penalties (fines), recoveries of funds (belonging to the public trust or
to private payers) and industry sanctions (such as revocation of privileges or prohibition against
administering services to NHIS patients) against offenders.

5 Conclusion

This research designed a model that will automatically identify the general patterns of suspicious
behaviour of criminals in the healthcare insurance claims. It employed advance data analysis techniques
of big data which aid auditors in investigating breaches in security, determine compliance with
established policies and operational procedures, and enable the reconstruction of sequences of events
affecting the healthcare insurance domain. This brought humans and computers to collaborate and work
closely together in crime investigation. With this, it will reduce the time it takes to uncover fraudulent
activity, and also shrink the negative impact of significant losses owing to fraud. It has created a platform
that will handle a phenomenon that is affecting millions of people all over the world. This is the first of its
kind to use big data analytics techniques in healthcare crime investigation in Nigeria which provided
security intelligence by shortening the time of correlating and deriving evidence from large volume of
data for healthcare crime investigation purposes. Finally, this research also enabled the healthcare
systems to systematically use big data analytics to identify inefficiencies and best practices that improve
care delivery and reduce costs.
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